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Plan (1/2)

e (Généralités
* Propriétés de securité
o Attaques
 Mise en ceuvre dans les organisations
 Fonctionnement de la sécurité dans une entreprise
e Suivi des alertes de sécurité
o Définition d'un schéma directeur sécurité
« Mécanismes de protection generaux
e Cryptographie
e Politiques de sécurité formelles
o Criteres d'évaluation normalisés
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Le CERT
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Established in 1953, the CERT®
Coordination Center (CERT/CC) is a center
of Internet security expertise, located at

the Software Engineeting Institute, a
federally funded research and developrent

center operated by Carnegie Mellon
University.

Years of Service
1988 - 2003+10

What's New more .3

October 17, 2003

Updated CERT/CC Statistics
Statistics hawve been added for the third quarter of 2003.

October 2, 2003
State of the Practice of Cornputer Security Incident Response Teamns

This report summarizes research results from a pilot sunrey and other sources.

September 30, 2003

Digital Milleniurm Copyright Act (DMCA) Camments and Testimany
Azenior member of the technical staff at the CERT Coordination Center submitted
comments to the Librany of Congress Copyright Office and presented testimony at the
subsequent Rulaemaking Hearing.

New & Home Users mare ._j

Article:
Use Care When Reading Email with Attachrments

incidents & fixes & evaluations research & analysis

education

soarch I ©° .o

(React to Today’s Problems

mare .

Advisories
& Incident Notes

all
dvisaries | incident notes

CA-2003-28

CA2003-27

Buffer Overflow in Windows YWorkstation Service

Multiple Yulnerabilities in Microsoft Yindows and Exchange

CA-2003-26

Vulnerahility
Notes

Multiple Yulnerabilities in SSLTLS Implermentations

wulnerability notes database

New and Notahle Yulnerabilities:
Multiple vulnerabilities in 2400 products
Multiple val bilities in S/MIME duct
Multiple vulnerabilities in Microzoft products
i it Wfind CCOMMRPC wulnerability

all valnerability notes

Current Activity

Latest Wersion:
Thu Mow 13 16:26:05 EST 2002

MBS Sen A WMo rm
WE2S S abig. F Wiorm
WE2Aelchia Wiorm
Wi32/B aster Warm
Exploitation of hi it RPC Wulnerabilities

Current Activity Archive

@
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|'#.F:‘eact to Today's Problems miore ..\l

. . Advisori
Prl nCI paleS & |::Z:5Il:irl;?'lf"l]tE5 advisories !
. . CA-2003-28
informations
diffusées ~ @mo
CA-2003-26
Multiple “ulnerabilities in S5LTLS Implementations

Vulnerahility
Notes

New and Notable Yulnerabhilities:
Multiple wulnerabilities in 2900 products
hultiple wolnerabilities in S/MdIME products
hultiple wulnerabilities in Microsoft products
hdicrosoft Wiind owes DEOMSERPC vulnerability

Latest Wersion:
Current Activity Thu Mow 13 16:26:05 EST 2003

Current Activity Archive
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Les avis et notes du CERT

* Avis (exemples)
« CERT Advisory CA-2003-28 (Microsoft)
« CERT Advisory CA-2003-26 (SSL/TLS)

 Base de vulnérabilités

« CERT VU#567620 (de CA-2003-28
et Microsoft MS03-049)
http://www.kb.cert.org/vuls/id/567620

e CA-2003-26 est associé a 6 vulnérabilités

« CERT VU#936868 (Oracle et réeplique)
http://www.kb.cert.org/vuls/id/936868

* Avis constructeurs et autres:
http://www.debian.org/security/2004/dsa-419

Tous les avis
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file:///E:/Rodolphe/Cours%20en%20cours/againnew/exemples_cert/CERT%20Advisory%20CA-2003-28.htm
file:///E:/Rodolphe/Cours%20en%20cours/exemples_cert/CERT%20Advisory%20CA-2003-26.htm
file:///E:/Rodolphe/Cours%20en%20cours/exemples_cert/CERT_VU_567620.htm
http://www.kb.cert.org/vuls/id/567620
file:///E:/Rodolphe/Cours%20en%20cours/exemples_cert/CERT_VU_936868.htm
http://www.kb.cert.org/vuls/id/936868
http://www.debian.org/security/2004/dsa-419
file:///E:/Rodolphe/Cours%20en%20cours/exemples_cert/CERT_Advisories.htm

Fiche CERT : Principaux éléments

e Title / Overview

» Systems affected

e Description

 Impact

e Solution

 References

e Credit/ Vendor Info. / Other Info.
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La séerie Blaster (etée 2003)

« CERT VU#568148

« CERT Advisory CA-2003-16

* Microsoft MS03-026

« CERT Advisory CA-2003-19

« CERT Advisory CA-2003-20
 CERT Current Activity (Blaster)
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file:///E:/Rodolphe/Cours%20en%20cours/exemples_cert/CERT_VU_568148.htm
file:///E:/Rodolphe/Cours%20en%20cours/exemples_cert/CERT%20Advisory%20CA-2003-16.htm
file:///E:/Rodolphe/Cours%20en%20cours/exemples_cert/CERT%20Advisory%20CA-2003-19.htm
file:///E:/Rodolphe/Cours%20en%20cours/exemples_cert/CERT%20Advisory%20CA-2003-20.htm
file:///E:/Rodolphe/Cours%20en%20cours/exemples_cert/CERT%20Current%20Activity%20Blaster.htm

L'actualité plus recente

« CERTA, lI'année 2011 (au hasard) :

» Page principale

« La derniere blague de Windows
e Back to SSL conception
e efc.

 Remarque/Question

* Pourrais-je reutiliser le transparent I'année
prochaine?
(Ex. A, Ex. B, Ex. C)
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file:///E:/Rodolphe/Cours%20en%20cours/againnew/diversdocs/CERTA/2011-11-16/Documents%20%C3%A9mis%20par%20le%20CERTA.html
file:///E:/Rodolphe/Cours%20en%20cours/againnew/diversdocs/CERTA/2011-11-16/CERTA-2011-ALE-006.pdf
file:///E:/Rodolphe/Cours%20en%20cours/againnew/diversdocs/CERTA/2011-11-16/CERTA-2011-ALE-005.pdf
file:///E:/Rodolphe/Cours%20en%20cours/againnew/diversdocs/CERTA/2014-12-12/Site%20du%20CERT-FR.htm
file:///E:/Rodolphe/Cours%20en%20cours/againnew/diversdocs/CERTA/2014-12-12/CERTFR-2014-ALE-011.pdf
file:///E:/Rodolphe/Cours%20en%20cours/againnew/diversdocs/CERTA/2014-12-12/CERTFR-2014-ALE-007.pdf

CVE-ID Syntax Change

Old Syntax New Syntax
CVE-YYYY-NNNN CVE-YYYY-NNNN...N
4 fixed digits, supparts 4-digit minimum and no
CV E a maximum of 9,999 masimum, provides for
unigque identifiers per additional capacity each
yEar year when neaded.
Fixed 4-Digit Examples Arbitrary Digits Examples
CVE-1999-0067 CVE-2014-0001
CVE-2005-4873 CVE-2014-12345
CVE-2012-0158 CVE-2014-7654321

Y'Y indicates year the ID is issued to a
CWE Numbering Authornty (CNA} ar published.

Le vrai changement? Implementation date: January 1, 2014

source; httpiifove.mitre.org

SUPAERO - 3éme année - Sécurité informatique - 2015/2016



